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All together, the local stores give applications the illusion of having access to the entire global data space. 
This is only an illusion; there is no global place where all the data lives. Each application locally stores only 
what it needs and only for as long as it needs it. DDS deals with data in motion; the global data space is a vir-
tual concept that is really only a collection of local stores. Every application, in almost any language, running 
on any system, sees local memory in its optimal native format. The global data space shares data between 
embedded, mobile, and cloud applications across any transport, regardless of language or system, and with 
extremely low-latency.

DYNAMIC DISCOVERY

DDS provides Dynamic Discovery of publishers and subscribers. Dynamic Discovery makes your DDS appli-
cations extensible. This means the application does not have to know or confi gure the endpoints for com-
munications because they are automatically discovered by DDS. This can be completed at runtime and not 
necessarily at design or compile time, enabling real “plug-and-play” for DDS applications.

This dynamic discovery goes even further than discovering endpoints. DDS will discover if the endpoint is 
publishing data, subscribing to data, or both. It will discover the type of data being published or subscribed 
to. It will also discover the publisher’s off ered communication characteristics and the subscriber’s request-
ed communications characteristics. All of these attributes are taken into consideration during the dynamic 
discovery and matching of DDS participants.

DDS participants can be on the same machine or across a network: the application uses the same DDS API 
for communications. Because there is no need to know or confi gure IP addresses, or take into account the 
diff erences in machine architectures, adding an additional communication participant on any operating 
system or hardware platform becomes an easy, almost trivial, task.
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QUALITY OF SERVICE

The behavior of data communication can be confi gured with fl exible Quality of Service (QoS) specifi cations 
including reliability, system health (liveliness), and even security. In a real system, not every end-point needs 
every item in your local store. DDS is smart about sending just what it needs. If messages don’t always reach 
their intended destinations, the middleware implements reliability where needed. When systems change, 
the middleware dynamically fi gures out where to send which data, and intelligently informs participants of 
the changes. If the total data size is huge, DDS intelligently fi lters and sends only the data each end-point 
really needs. When updates need to be fast, DDS sends multicast messages to update many remote appli-
cations at once. As data formats evolve, DDS keeps track of the versions used by various parts of the system 
and automatically translates. For security-critical applications, DDS controls access, enforces data fl ow paths, 
and encrypts data on-the-fl y.

The true power of DDS emerges when you specify all of these things simultaneously, at extremely high 
speeds, and in a very dynamic, demanding, and unpredictable environment.

MITRE is a strong supporter of standards-based solutions and approaches to foster 
interoperability today and evolution into the future. DDS has demonstrated its abil-
ity to play a major role in addressing distributed data distribution challenges faced 
by our sponsors and those they depend on in the Industrial IoT World.”

- Dr. Mark Maybury, Vice President and Chief Security Offi  cer,
Director, NIST National Cybersecurity FFRDC, The MITRE Corporation 
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SCALABLE ARCHITECTURE

The OMG DDS architecture is designed to be scalable from small devices to the cloud and for very large systems. 
DDS enables the Internet of Things by scaling across thousands or millions of participants, delivering data at 
ultra-high speed, managing many thousands of data objects, and providing extreme availability and security. 
DDS simplifi es distributed systems development by absorbing much of the complexity in a single, standard 
communications layer.

The IIoT requires fast, reliable, secure communication architecture.  While there are many 
standards in the IoT and the enterprise, none besides DDS provide the performance, 
reliability, and security required by � rst-class industrial infrastructure.  RTI already has 
experience with 1000 applications, ranging from huge power systems to intelligent 
medical networks to autonomous driving.  The DDS standard is proven to provide what 
these real-world systems need to join the intelligent, connected future.”

- Dr. Stan Schneider, Chief Executive Offi  cer, Real-Time Innovations 
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DDS Admin Domain (Cloud)

DDS Central Domain (Fog)

DDS Control Domain (Fog)

Machine Domain (Edge)

Analytics, Trends, Elasticity, Big Data, Enterprise Integration

System Supervision, Monitoring, Processing, Local Storage, Historian

Subsystems, Control, Processing, Alerts, Work units

Devices, Machine Elements, Sensors

DDS systems can span from Edge to Fog to Cloud. At the edge they can be used for high-speed real-time machine to machine communi-
cations. Within the intermediary system they can provide robust, reliable QoS and content-aware information � ows. Integrating these 
systems DDS provides scalable access and distribution of information all the way to and within the cloud.
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The main goal of DDS is to share the right data at the right place at the right time, even between time-
decoupled publishers and consumers. DDS implements global data space by carefully replicating relevant 
portions of the logically shared dataspace.

THE RIGHT DATA
Not all data needs to be everywhere. Middleware should only deliver the data that consumers really need. 
Interest-based fi ltering can apply to both content and data rates. With proper implementation, DDS saves 
bandwidth and processing power, and minimizes overall application complexity.

As a data-centric solution, DDS can understand the schema of the shared data. This allows it to fi lter on 
content, age and/or lifecycle to provide applications with only the data they need. For example, you can 
send only boiler temperatures over 300 (content fi lter) with at most ten updates per second (rate). This 
effi  cient approach can often save 90% of the data communications overhead in many systems.

THE RIGHT PLACE
Data must be available where it is needed, to facilitate self-forming systems. DDS distributes and main-
tains data so it is readily available.

DDS dynamically discovers publishers and subscribers, the data types they want to share, and the related 
Quality-of-Service (QoS). Following a successful match, DDS enforces timely distribution according to the 
QoS. It implements a QoS-enforced logical channel for each data stream between each publisher-
subscriber pair. A DDS subscriber can be sure that its peer publisher is actually alive and that any data 
produced will be delivered. This greatly simplifi es application development and error handling.

THE RIGHT TIME

Real-time systems interact with the real world. Data must be available on time—the right data too late is a 
failure. Data diff er in priority, reliability, timing, and other non-functional properties. DDS balances utiliza-
tion of scarce resources to distribute data at the right time.

DDS middleware uses logical QoS policies, as set by the applications at runtime, to balance effi  ciency and 
determinism. The QoS contracts ensure these timing relationships. For example, if a subscriber requires 
an update every 10ms and its matched publisher does not deliver, the system declares an error, enabling 
remedial action. QoS policies cover many characteristics, including urgency, importance, reliability, per-
sistence, and liveliness.

How Does DDS Work?
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UNDERLYING TECHNICAL CONCEPTS

• Relational data modeling: DDS addresses data in a manner similar to relational databases. It can manage 
data by both structure related topics (using key-fi elds) and allow ad-hoc queries and fi lters on content 
and time so applications can extract specifi c data as needed.

• Pub-sub messaging: DDS uses the publish/subscribe paradigm for dynamic discovery and primary 
management of data-fl ows between relevant DDS entities, including publishers, subscribers, durability 
services, recording and replay-services, and connected databases. Request-reply and other patterns are 
built on this powerful substrate.

• Reliable multicast: The DDS standard wire protocol implements reliable multicast over plain UDP sock-
ets, allowing systems to effi  ciently benefi t from modern networking infrastructures.

• Lifecycle awareness: Unlike message-centric products, DDS off ers explicit application support for infor-
mation lifecycle awareness. For instance, it detects, communicates, and informs applications about fi rst 
and last appearances of data (topic instance) updates. This facilitates timely responses to new and outdat-
ed information.

• Trigger patterns: DDS off ers a variety of trigger patterns that follow updates on subscribed information. 
Examples include polling, callbacks (typical for GUIs), and WaitSets (similar to UNIX®  ‘select’ ) to provide 
full application control for prioritized handling of selective trigger events.
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You can fi nd more information on DDS and how it works at portals.omg.org/dds/.
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Getting four complex robots with very di� erent designs 
to use a common data system was challenging. The Data 
Distribution Service for Real-Time Systems [DDS] standard 
supports very � exible service parameters. We found that 
we could adapt the middleware to the unique needs of 
each robotic system.”

- Terry Fong, Director of Intelligent 
Robotics Group, NASA Ames
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PERFORMANCE, SCALABILITY, ROBUSTNESS, AND QOS FOR INDUSTRIAL IOT AND CONSUMER IOT 

The OMG DDS standard is a perfect fit for both the Industrial Internet of Things and large-scale Consumer 
IoT applications. It is already well-proven in mission-critical systems in industries ranging from smart trans-
portation to healthcare to smart energy.

Why Choose DDS?

IS DDS RIGHT FOR YOU?

Based on the use of DDS in thousands of applications, we can predict the need for DDS in new projects. If 
you answer “yes” to all of the following questions, DDS is likely to be your go-to solution.

• Do you have latency, network bandwidth/throughput, or scaling issues because you measure latency in 
ms or less, or you have more than 10 different applications, or you have more than a thousand data items 
to share?

• If your system goes offline for 5 minutes (or even 5 ms), is it a serious problem? Or, do you struggle to 
configure, startup, or failover to backup servers?

• Are you building a system that will take more than a year to write, last more than three years, and is 
expected go through multiple versions or integrate with legacy applications?

These questions help identify your critical performance, reliability, and integration needs. If you answer yes 
to any of these questions, you should evaluate DDS as a solution, since it offers many additional benefits.

KEY ADVANTAGES OF CHOOSING DDS

The OMG DDS middleware standard helps users reliably and securely harnesses ever-increasing amounts of 
device-generated data while processing the data in real-time, and acting on events as quickly as they occur. 
As a result, it enables smarter decisions, new services, additional revenue streams, and reduced costs. The 
OMG DDS middleware standard can also simplify the development, deployment, and management of IoT 
applications, speeding time-to-market. It provides:

• Ease of Integration: The data-centric approach used by DDS allows the definition of common and exten-
sible data models for seamless Information Technology (IT) / Operational Technology (OT) interoperability. 
Its loose and anonymous data-sharing abstraction completely hides connectivity and topology details 
from applications.

• Performance Efficiency and Scalability: DDS implementations can achieve point-to-point latencies that 
are as low as 30 µsec. and throughput of several million messages per second. It uses a very efficient wire 
protocol, content- and time-based filtering. When properly architected, DDS-based systems can achieve 
near-linear scalability.

• Advanced Security: The OMG DDS Security Specification defines a comprehensive Security Model and 
Service Plugin Interface (SPI) architecture for compliant DDS implementations. DDS provides standardized 
authentication, encryption, access control and logging capabilities to enable secure data connectivity 
end-to-end in an IoT system.

• Open Standard: The OMG DDS middleware specification is a mature, proven standard open to partic-
ipation by both vendors and users. It enables end-to-end vendor interoperability and eases IoT system 
development and integration through fully open, future-proof APIs with no vendor lock-in.

• QoS-Enabled: A rich set of QoS policies allows DDS to control all aspects of data distribution, such as 
timeliness, traffic prioritization, reliability and resource usage.

• Scalable Discovery: For large-scale dynamic systems, DDS offers automatic discovery that provides plug-
and-play functionality to simplify system integration and orchestration.

• Applicability: DDS can transparently address peer-to-peer, device-to-device, device-to-cloud, and cloud-
to-cloud communication. Implementations are available for embedded, mobile, web, enterprise and 
cloud applications.
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DDS has proven to be an eff ective standard to reduce the complexity of designing and integrating large 
scale mission- and business-critical distributed systems across a large variety of application domains, such as 
Defense and Aerospace, Transportation, Telecoms, Industrial Automation, and Energy. 

The rise of the Internet of Things (IoT) has given DDS even more allure. Few other standards—if any at all— 
are so ubiquitously applicable to address the challenges of securely, effi  ciently, and transparently sharing 
information at any scale and in very heterogeneous computing and communication environments. 

As a result, in the near future we will see DDS playing an increasing role as the underlying fabric—in a sense 
the nervous system—of IoT applications, especially in Industrial applications, such as Smart Grids, Smart 
Transportation, Smart Cities and Smart Factories. 

Additionally, upcoming standards such as the eXtremely Resource Constrained Environments (XRCE) DDS 
will expand DDS’ applicability to very constrained targets, i.e. with less than 100KB of total RAM, connected 
by constrained networks such as LoWPANS. XRCE DDS is due to provide the most effi  cient way for providing 
connectivity to these constrained devices, such as smart sensors or smart lightbulbs, minimizing computa-
tion and communication overhead. 

In summary, DDS is already a very successful standard powering an incredible number of systems. In the 
near future we will see an acceleration in the adoption of DDS due to the rise of the IoT. Additionally, 
upcoming standards such as XRCE-DDS will expand DDS’ applicability to “extremely small things”, thus 
creating by far the most applicable standard for IoT end-to-end and setting the premises for a massive 
adoption at a device level.

The Future of DDS

PrismTech has been involved with de� ning and evolving the DDS standard since its very 
early days. This has been an amazing journey, yet only a few steps toward achieving the 
full potential of the standard. The acceleration in adoption and its growing role as the 
data-sharing standard for the IIoT have the potential for making DDS an incredible 
success story.” 

- Dr. Angelo Corsaro, Chief Technology Offi  cer,  
ADLINK Technology Inc., Chief Technology Offi  cer,  PrismTech 



Real-Time Innovations provides the connectivity platform for the Industrial Internet of Things. Its RTI Con-
next® messaging software forms the core nervous system for smart, distributed applications. RTI Connext 
allows devices to intelligently share information and work together as one integrated system. RTI was named 
“The Most infl uential Industrial Internet of Things Company” in 2014 by Appinions and published in Forbes. 
For more information, please visit www.rti.com

eProsima is a company focused on high performance middleware. The company helps design distributed 
systems covering all the areas impacting communications: the middleware technology to choose, the data 
model, the Quality of Service for the diff erent data fl ows, the data links, how to test the systems, etc. For 
more information, please visit www.eprosima.com

Kongsberg Gallium develops high-performance geospatial visualization and Command and Control solu-
tions for critical applications where it’s necessary to track the locations of thousands, or even hundreds of 
thousands of objects in real time with a high degree of precision. For more information, please visit 
www.kongsberggallium.com

MilSOFT is the fi rst company in Europe to achieve CMMI Level 5 and still holds this level. MilSOFT’s product 
lines cover the areas of ICT solutions such as Network Enabled Capability, Homeland Security, Crisis/Emer-
gency Management, Logistic Lifecycle Support & Maintenance Management, Cyber Security; and real-time 
applications such as C4ISR, Tactical Data Links, Image Exploitation Systems, Electronic Warfare, Cyber Securi-
ty, and Embedded Solutions. For more information, please visit dds.milsoft.com.trs

OCI builds high performance, real-time, mission critical middleware systems and integration solutions. Its 
goal is to make solutions more open, scalable, reusable, interoperable, and aff ordable. For more information, 
please visit www.ociweb.com

PrismTech customers build system solutions for the Internet of Things, the Industrial Internet and advanced 
wireless communications. PrismTech’s Vortex Intelligent IoT Data Sharing Platform provides an open source 
and commercial implementation of the Data Distribution Service (DDS). Vortex is an effi  cient, proven solu-
tion for mission- and business-critical real-time device, edge (Fog) and cloud IoT data sharing delivering the 
right information to the right place at the right time. PrismTech is a recognized leader in IoT platform tech-
nologies with recent accolades including Gartner ‘Cool Vendor’, Postscapes ‘Must-Follow IoT Company’, Sand-
hill ‘Needle Mover’, and IoT Nexus ‘Power Player’.  For more information, please visit www.prismtech.com

Twin Oaks Computing, Inc.  is a company dedicated to developing and delivering quality DDS software 
solutions.  We build the software that collects, manages, and distributes information in a wide range of 
industrial, commercial, and defense industries.  Our CoreDX DDS middleware technologies are integrated 
into  real-world, mission-critical and complex information systems both here on earth and in space.  For more 
information, please visit www.twinoakscomputing.com
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Remedy IT is a software company specializing in developing and supporting communication middleware 
and component technologies. It supplies software solutions and support to many industry domains (in-
cluding banking, chips manufacturing, chemical industry, traffi  c control, telecommunications, defense, etc.) 
based (whole or partly). For more information, please visit www.remedy.nl

To be listed in OMG’s DDS Vendor directory go to:  

dds-directory.omg.org/vendor/



DDS RESOURCE PAGE

About OMG
The Object Management Group® (OMG®) is an internation-
al, open membership, not-for-profi t technology standards 
consortium with representatives from government, industry 
and academia. OMG Task Forces develop enterprise inte-
gration standards for a wide range of technologies and an 
even wider range of industries. OMG’s modeling standards 
enable powerful visual design, execution and maintenance 
of software and other processes. Visit www.omg.org for 
more information.

Data-Distribution Service Portal
The Portal is designed as a resource hub for the DDS commu-
nity and provides access to detailed information including: 
technical overview and benefi ts of using the DDS standard, 
use-cases, listing of companies that are building systems 
with DDS, directory of resources and vendors, news and 
events, and links to the latest DDS-related standardization 
work at the OMG. For more information, please visit:
portals.omg.org/dds.

Get involved in the DDS Platform Special Interest 
Group (PSIG)

If you are interested in getting involved with this group, 
want more information or would like to come as a guest to 
an upcoming meeting and obtain temporary access to the 
mailing list, please email an account representative at 
bd-team@omg.org or call + 1-781-444-0404.

We are happy to discuss how OMG membership will 
benefi t your organization! Please feel free to explore our 
website at www.omg.org and when you are ready, please 
contact bd-team@omg.org or call + 1-781-444-0404 to 
get started.

Want to learn more?
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